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DETAILED ACTION 

1 . Claims 1 -38 and 46-50 remain for examination. The correspondence filed 
2/25/05 amended claims 1, 4, 6, 14-16, 18, 28, 37, and 38; and cancelled claims 29-36 
and 39-45. 



Response to Arguments 

2. Applicant's arguments with respect to claims 1 -45 have been considered but are 
moot in view of the new ground(s) of rejection. 

3. With respect to Applicant's argument that the Benson reference is concerned 
with protecting files as opposed to software applications, it is well known in the art that 
software programs are typically stored as files on a computer system. Further, Benson 
places no limits as to the types of files that can be protected by the disclosed system 
(paragraph 0002). 

Claim Rejections - 35 USC § 103 

4. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

5. Claims 1-6, 8-10, 14, 37, and 46-50 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hicks et al. (U.S. Patent 5,982,892) and Benson (European Patent 
EP 0895149), and further in view of Ellson et al. (U.S. Patent 5,455,902). 

Regarding claims 1 and 37, Hicks teaches a system of remote authorization for 
unlocking data. It comprises the steps of generating an access key [the user key of the 
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Hicks patent] based at least in part on an identifier (Hicks, column 3, lines 23-40), and 
validating the access key against a user data key [the verification key of the Hicks 
patent] (Hicks, column 3, lines 63-64 and also column 1, lines 61-64), and upon 
successful validation access to the program is granted (Hicks, column 4, lines 10-14). 
Hicks does not explicitly teach that the identifier is based on a user file, although it 
allows for the possibility of some other piece of unique identifying information, which 
could be construed as a user file (Hicks, column 3, lines 30-33). Nevertheless, Benson 
teaches a method of protecting a file from unauthorized access, including the step of 
calculating an identifier from a user file (Benson, page 9, lines 26-27). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to create an identifier for use in the invention disclosed by Hicks that was based 
at least in part on a user file, in a manner similar to that disclosed by Benson. By 
including the user data files as part of protected subject matter, this would help prevent 
unauthorized users from viewing copies of the data (Benson, page 6, lines 21-32). 

Although neither Hicks nor Benson explicitly teach that the file used to create the 
identifier is a geometry file, Benson places no limits on the type of Document Generator 
Tool used to create a file for purposes of that invention (page 9, line 1 8). Furthermore, 
Ellson discloses the existence of a program that generates geometry files with the intent 
that they are used as part of an injection molding process (col. 2, lines 5-25; col. 5, lines 
60^65). It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to use a geometry file as the source for generating an identifier. 
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The motivation for doing so would be to increase the range of content types that can be 
protected by the disclosed system (Benson, paragraph 0002). 

Further regarding claim 37, it should be noted that the method above is 
embodied in software components running on a computer system (Hicks, Figure 10B 
and Benson, page 6, lines 21-22). 

Regarding claim 2, note that if the ID and key are invalid, the software prompts 
the user to enter them, said prompting being an activation routine (Hicks, column 3, 
lines 65-66). 

Regarding claim 3, note that the system disclosed by Hicks protects software 
from being run by unauthorized users (Hicks, column 1 , lines 65-67). 

Regarding claim 4, note that a file protected by the system disclosed by Benson 
serves as input data to a special viewing program (Benson, page 6, lines 21-24 and 
lines 31-32). Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to use an input file, such as a geometry file like that 
disclosed by Ellson, for a software application as part of the identifier disclosed by 
Hicks. By including protection information in a user input file as opposed to the 
protected software itself, this would permit the creation of demonstration files that would 
allow a user to test the application using only those files that are permitted for use by all, 
while still restricting the unlimited use of the application to users who are properly 
authorized to do so. 

Regarding claim 5, observe that a CRC checksum is used as part of the identifier 
(Hicks, column 8, lines 1-25). 
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Regarding claim 6, Examiner takes Official Notice that all user files (of which 
geometry files are a proper subset) include at least one file characteristic, e.g. a file 
name, file size, timestamp, permissions, etc. 

Regarding claim 8, note that the user key generated by the system disclosed by 
Hicks can contain some other piece of uniquely identifying information (Hicks, column 3, 
lines 30-34). Although using a file characteristic is not explicitly disclosed, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made to use 
a characteristic from a file pertinent to the software application being protected as part 
of the access key. Doing so would help the vendor precisely identify a specific copy of 
the protected software and correlate it with user ID information for tracking purposes. 

Regarding claim 9, note that the user key generated by the system disclosed by 
Hicks comprises a software application signature (Hicks, column 7, lines 7-14). 

Regarding claim 10, note that the user key generated by the system disclosed by 
Hicks can include a machine ID (Hicks, column 3, lines 30-34), which qualifies as a 
system characteristic. 

Regarding claim 14, note that the system disclosed by Hicks, even as modified 
by Benson and Ellson, can store the previously calculated access key and use it for 
subsequent executions of the software (Hicks, column 4, lines 10-14). 

Regarding claim 46, Ellson teaches that the program can comprise a process 
simulation software (col. 1 , line 50 - col. 2, line 5). 
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Regarding claim 47, note that Hicks teaches validating the access key against a 
user data key (Hicks, column 3, lines 63-64 and also column 1 , lines 61-64), and upon 
successful validation access to the program is granted (Hicks, column 4, lines 10-14). 

Regarding claim 48, Ellson teaches the program can simulate an injection 
molding process (col. 1, line 50 - col 2, line 5). 

Regarding claim 49, Ellson teaches the geometry file comprises information 
about an. injection molded component (see column 6). 

Regarding claim 50, Ellson teaches wherein access to the process simulation 
software is limited to the simulations of the injected molded component of the user 
geometry file (col. 2, lines 5-25). 

6. Claims 1 1 is rejected under 35 U.S.C. 103(a) as being unpatentable over the 
combination of Hicks, Benson, and Ellson as applied to claim 1 above, and further in 
view of Yuval et al. (U.S. Patent 5,586,186). 

Regarding claim 11, the preferred embodiment of the invention disclosed by 
Hicks does not include an encryption function for the access key. However, Hicks 
teaches that it would be beneficial to incorporate the encryption methods found in the 
Yuval patent as an additional step (Hicks, column 3, lines 7-11). Therefore, it would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
to make such a modification, for enhanced protection during distribution (Ibid, line 11). 
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7. . Claims 12 and 13 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hicks, Benson, and Ellson as applied to claim 1 above, and further in view of 
Cooper et al. (U.S. Patent 5,757,908). 

Regarding claim 12, neither Hicks nor Ellson nor Benson teaches that the access 
key has a limited validity lifetime, nor that the lifetime of the access key is determined in 
part by any particular factor. However, Cooper teaches a method to enable the use of 
software on a trial basis using a temporary key (Cooper, column 12, lines 17-18). This 
patent is analogous art as it pertains to protection of software products from 
unauthorized access. Thus, it would have been obvious to one of ordinary skill in the 
art at the time the invention was made to establish a limited valid lifetime for the access 
key found in Hicks as modified by Benson, in a manner similar to that disclosed by 
Cooper. In so doing, one would gain the ability to permit temporary access to the 
software product being distributed, allowing the user to try the product before making a 
decision on whether to purchase it or not. 

Regarding claim 13, note that Cooper teaches that alternate embodiments of that 
invention allow for a key to expire based either on the elapsed time from the issuance of 
the key (Cooper, column 12, lines 1 3-21 ) or through the use of a counter that iterates 
the number of access key validations (Cooper, column 12, lines 26-31). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to use either criterion as the determining factor for the expiration of the temporary 
key. By allowing either option, the software vendor gains the benefit of being able to 



Application/Control Number: 09/844,466 Page 8 

Art Unit: 2135 

choose a time-limited or usage-limited restriction on the software, and can set a price 
for the software accordingly. 

8. Claims 15-23, 26, and 38 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Penkava et al. (PCT Patent WO 95/35533) and Benson (European 
Patent EP 0895149), and further in view of Ellson et al. (U.S. Patent 5,455,902). 

Regarding claims 15 and 38, Penkava discloses a method for preventing the use 
of software on an unauthorized computer. The system comprises the following 
features: including an identifier [productprint] in a fingerprint [thumbprint] (Penkava, 
Figure 12), encrypting said fingerprint (Penkava, page 7, lines 6-9), and associating the 
fingerprint with the software application as the user data key (Penkava, page 7, lines 9- 
14). With respect to the latter point, Applicant defines the term "key" [and by extension, 
"user data key"] in a manner inconsistent with the accepted definition in the art; the user 
data key as taught by Applicant exists merely as an encoded repository of identifying 
information that is checked during a validation sequence to determine if access should 
be granted. Similarly, the thumbprint found in Penkava also exists as an encoded 
repository of identifying information that is checked during a validation sequence to 
determine if access should be granted. Further, the thumbprint is associated with the 
program it protects (Penkava, element 122 of Figure 8, and page 25, lines 14-21). 

Penkava is silent regarding the use of an identifier that is based at least in part 
on a user file. However, Benson teaches a method of protecting a file from 
unauthorized access. It clearly includes the step of creating an identifier from a user file 
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(Benson, page 9, lines 26-27). Therefore, it would have been obvious to one of ordinary, 
skill in the art at the time the invention was made to create an identifier for use in the 
invention disclosed by Penkava that was based at least in part on a user file, in a 
manner similar to that disclosed by Benson. By including the user data files as part of 
protected subject matter, this would help prevent unauthorized users from viewing 
copies of the data (Benson, page 6, lines 21-32). 

Although neither Penkava nor Benson explicitly teach that the file used to create 
the identifier is a geometry file, Benson places no limits on the type of Document 
Generator Tool used to create a file for purposes of that invention (page 9, line 18). 
Furthermore, Ellson discloses the existence of a program that generates geometry files 
with the intent that they are used as part of an injection molding process (col. 2, lines 5- 
25; col. 5, lines 60-65). It would have been obvious to one of ordinary skill in the art at 
the time the invention was made to use a geometry file as the source for generating an 
identifier. The motivation for doing so would be to increase the range of content types 
that can be protected by the disclosed system (Benson, paragraph 0002). 

Further regarding claim 38, it should be noted that the method described above 
is embodied by software components executing on a computer (Penkava, Figure 4, and 
Benson, page 6, lines 21-22). 

Regarding claims 16 and 20, note that a file protected by the system disclosed by 
Benson serves as input data to a special viewing program (Benson, page 6, lines 21-24 
and lines 31-32). Therefore, it would have been obvious to one of ordinary skill in the 
art at the time the invention was made to use an input file for a software application as 
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the source for an identifier to be included in the thumbprint required by the invention 
disclosed by Penkava. By including protection information in a user input file as 
opposed to the protected software itself, this would permit the creation of demonstration 
files that would allow a user to test the application using only those files that are 
permitted for use by all, while still restricting the unlimited use of the application to users 
who are properly authorized to do so. 

Regarding claim 17, note that Penkava teaches the computation of a checksum 
for the identifier that is based at least in part on a cyclic redundancy check (Penkava, 
element 225 of Figure 12 and also the entirety of Figure 6). 

Regarding claim 18, Examiner takes Official Notice that all user files (of which 
geometry files are a proper subset) include at least one file characteristic, e.g. a file 
name, file size, timestamp, permissions, etc. 

Regarding claim 21, note that Penkava teaches that the thumbprint comprises a 
pre-selected [software application] signature (Penkava, page 7, lines 6-9; and also page 
12, line 34 -page 13, line 5). 

Regarding claim 22, note that Penkava teaches that the use of system 
characteristics as part of the authentication process (Penkava, page 15, line 32 - page 
16, line 22). Although the details are not explicitly taught to be in the thumbprint, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to include them. Doing so would help ensure that the thumbprint would be easily 
detected if a copy were made to an unauthorized user's machine; the system 
information contained within would identify it as an unauthorized copy immediately. 
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Regarding claim 23, note that Benson teaches that a vendor may wait to 
authorize a customer by sending a keyfile until the vendor receives payment (Benson, 
page 10, lines 38-43). Therefore, it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to stipulate that, as part of the Penkava 
disclosure, payment must be made prior to the vendor granting permission to use the 
software. Since Penkava is silent regarding making payments for using protected 
software, requiring payment provides an obvious commercial benefit to the vendor. 

Regarding claim 26, the software application protected by the method disclosed 
by Penkava verifies whether a valid thumbprint exists for the software (Penkava, page 
1 3, lines 30-33). It can be understood that the thumbprint is transmitted from the 
storage device it was embodied within to the active memory of the software application, 
using the broadest possible interpretation of the term "transmit". 

9. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Penkava, Benson, and Ellson as applied to claim 15 above, and further in view of Waite 
etal. (U.S. Patent 5,103,476). 

In the event that Applicant disputes the rationale put forth in the prior rejection of 
claim 17 that the checksum found in Penkava is based at least in part on a cyclic 
redundancy check, then it can be shown to be an obvious development in view of 
Waite. Waite teaches a secure system for activating personal computer software that 
includes the step of computing a CRC checksum for user identification and program 
data to be included in a tamperproof overlay file [fingerprint] (Waite, column 6, lines 46- 
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49). Therefore, it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to use a CRC checksum as part of the identifier information in 
the invention disclosed by Penkava as modified by Benson and Ellson. The use of a 
CRC checksum helps to ensure that the overlay file [fingerprint] is in fact tamperproof, 
as any attempt to tamper with it would be easily detected (Waite, column 5, lines 1-15). 

10. Claim 24 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Penkava, Benson, and Ellson as applied to claims 23 and above, and further in view of 
Yuval(U.S. Patent 5,586,186). 

Regarding claims 24 and 25, Penkava, Ellson, and Benson are all silent 
regarding using a credit card to purchase the right to use a vendor's software product. 
It is Examiner's contention that credit card transactions were well known at the time the 
invention was made and thus would have been self-evidently obvious to one of ordinary 
skill in the art to incorporate into the system disclosed by Penkava, Benson, and Ellson 
as a valid means of paying for software. Nevertheless, there does exist more solid 
grounds for rejection based on the Yuval disclosure. Yuval teaches an alternate 
method for controlling unauthorized access to software and information; however, Yuval 
teaches as prior art that a user could purchase from the vendor, through the use of a 
credit card, the encryption key needed to access software and information stored on a 
protected CD-ROM (Yuval, column 1, lines 35-43). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to mandate 
purchasing the user key via credit card as part of the invention disclosed by Penkava, 
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Ellson, and Benson. Credit cards are well known as an expedient means of conducting 
commerce, by negating the need to have sufficient cash on hand when making a 
purchase. 

1 1 . Claim 25 is rejected under 35 U.S.C. 103(a) as being unpatentable over the 
combination of Penkava, Benson, and Ellson as applied to claims 23 above, and further 
in view of Jovicic et al. (U.S. Patent 5,855,007). 

Regarding claim 25, Penkava, Ellson, and Benson are silent regarding using a 
coupon to purchase the right to use a vendor's software product. It is Examiner's 
contention that coupon transactions were well known at the time the invention was 
made and thus would have been self-evidently obvious to one of ordinary skill in the art 
to incorporate into the system disclosed by Penkava and Benson as a valid means of 
paying for software. Nevertheless, there does exist more solid grounds for rejection 
based on the Jovicic disclosure. Jovicic teaches a system to use electronic coupons to 
make purchases over the Internet (Jovicic, Abstract). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to use 
coupons as the means for payment of the key in the above combination of Penkava and 
Benson. It is well known that many customers view coupons as an incentive to buy a 
particular product; thus, by distributing coupons for the software product one can 
potentially increase the amount of sales. In the case where the coupon allows for a 
limited number of uses of the software product or service in question, it would also allow 
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for the customers to try said product or service before deciding on whether to buy it 
(Jovicic, column 1, lines 10-17). 

12. Claim 27 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Penkava, Ellson, and Benson as applied to claim 26 above, and further in view of Hicks. 

Regarding claim 27, Although Penkava, Ellson, and Benson are all silent 
regarding the use of dynamic link libraries as part of the invention, Hicks discloses that 
the verification key, which corresponds to the user data key of Applicant's claim, can be 
incorporated into a shared library (Hicks, column 10, lines 38-47). Given that dynamic 
link libraries are well known in the art as a type of shared library, it would therefore have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
store the thumbprint [user data key] of the combination of Penkava, Ellson, and Benson 
in a dynamic link library as taught by Hicks. By making the verification key/thumbprint a 
separate module, it becomes easier to replace in the event that there is a change in 
authorization status (a new user, time limit expiration, etc.), without requiring any 
alteration to the actual program code. 

13. Claim 28 is rejected under 35 U.S.C. 103(a) as being unpatentable over Waite, 
and further in view of Benson and Ellson. 

Waite discloses a secure system for activating personal computer software 
remotely, comprising the act of providing a restricted use application software program 
(column 3, lines 43-47), establishing communications between the user's computer and . 
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another computer (column 4, lines 32-36), uploading a fingerprint file containing 
information uniquely identifying the user from the user's computer to the other computer 
(column 4, lines 17-22 and lines 32-36), downloading a key file from the other computer 
to the user's computer (column 5, lines 61-68), and running the application software 
program on the user's computer (column 6, lines 17-22). Note that it is inherently true 
of personal computers that the step of loading a program onto a user's computer must 
necessarily occur between the steps of providing a program and running the program; it 
can also be argued that loading a program is by itself a means for providing a program. 

Waite does not explicitly disclose that the fingerprint file is a geometry file. 
However, Benson teaches that any type of file can be used in the manner of a 
fingerprint file (page 9, line 18). Further, Benson places no limits on the type of 
Document Generator Tool used to create a file for purposes of that invention (page 9, 
line 18). Furthermore, Ellson discloses the existence of a program that generates 
geometry files with the intent that they are used as part of an injection molding process 
(col. 2, lines 5-25; col. 5, lines 60-65). It would have been obvious to one of ordinary 
skill in the art at the time the invention was made to use a geometry file as the source 
for generating an identifier. The motivation for doing so would be to increase the range 
of content types that can be protected by the disclosed system (Benson, paragraph 
0002). 
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14. Claims 7 and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
the previously cited references of Hicks, Benson, Penkava, Ellson, and Yuval as applied 
to claims 1 and 15 above, and further in view of Okada et al. (U.S. Patent 6,144,960). 

None of the prior art references cited above teach that a user file that would be 
used in an access key or fingerprint specifically contains a model name, element count, 
node count, or match ratio. However, Okada teaches a method to register and manage 
software, which comprises the step of including a model name in an environment file 
(Okada, column 3, lines 20-25). This patent is analogous art because it pertains to the 
endeavor of software authorization. Thus, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to allow for at least a model 
name to be a part of the file that is used for authentication purposes; knowing a model 
name would help the vendor further differentiate among multiple users of the vendor's 
software product, allowing the vendor to maintain more detailed statistics regarding the 
protected software product. 

Conclusion 

15. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tom Gyorfi whose telephone number is (571 ) 272-3849. 
The examiner can normally be reached on 8:00am - 4:30pm Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). fl 



TAG -5/1 7/05 




TECHNOLOGY CENTER 2100 



